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Metoauueckue yka3zaHus K JabOpaTopHbIM paboTaM MO AMCHUIUIMHE «3allura MporpaMM U
JTaHHBIX» ana  cryAeHToB crnenmanbHocTed 10.05.01 «Kommberotepnast Ge3omacHocth» U 10.05.03
«udopmanmonnass 6e30MaCHOCTh aBTOMATH3UPOBAHHBIX CHUCTEM» OYHOM (opmbl  00yuenust [/
coctaButenb: E.A.CyteipkuHa. - VYaesHoBck: Yiul'Y, 2019. Hacrosimpe MeToawdeckue yKazaHUs
npeIHa3HaueHbl AUl CTYAeHTOB cnenpanuTera no cneruansHocTsiv 10.05.01 u 10.05.03  ounoit hopmbl
oOyueHusi. B pabore mnpuBeaeHbl JUTEpaTypa WO JUCHHIUIMHE, METOJMYECKHE YKa3aHUs JUIs
CaMOCTOSITENTbHOU paboThl cTyieHToB. OHM OyayT MOJIE3HbI PU MOATOTOBKE K J1a00paTOpHBIM paboTam u
K 3a4eTy 10 JaHHOM JUCUHUIUINHE.

Metoandeckne yka3aHusi peKOMEH0OBaHbI K BBEICHUIO B 00Pa30BaTEIbHBIN MPOLIECC PeIICHHEM
Yyaenoro Coeta DMUNAT Ynal'V (mporoxoi 2/19 ot 19 mapta 2019r.)
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1. JUTEPATYPA JJIsA U3YUYEHUA JUCHUITJIMHBI

[ep6akoB A.1O., A.I1O. IllepbakoB. CoBpeMeHHas KOMITbIOTEpHAs O€30MaCHOCTD.
Teopernueckue ocHOBHI. [IpakTudeckue acrekTel. YuebHoe nocobue. - M.: KHIKHBINH MuUp,
20009. - 352 c. - ISBN 978-5-8041-0378-2 - Pexum gocrymna:
http://www.studentlibrary.ru/book/ISBN9785804103782.html

. BHykos, A. A. 3amuTa naopmaiuu : yaeoHoe nocodue i OakajaBpruaTa U MarucTparypsl /
A. A. BuykoB. — 2-e u3., uctp. u gon. — Mocksa : M3parensctBo HOpaiit, 2019. — 240 c.
— (Bwicmiee o6pazoBanue). — ISBN 978-5-534-01678-9. — Tekct : anekrponnsiit // ObC
IOpaiir [caiiT]. — URL: https://www.biblio-online.ru/bcode/444046

. 3ammra nadopmanuu : yued. mocodue Juist CTyIEHTOB BY30B 10 HAIPABJICHUIO MOATOTOBKU
"NH(pOoKOMMYHUKaIMOHHBIE TeXHOJOTHH U cucTeMbl cBsizu" / A. I1. XKyk [u ap.]. - 3-e u3. -
Mocksa : PUOP : Uadpa-M, 2018.

. borys C.I1., YpaBnenue yaaneHHbIM JOCTYIIOM / 3al[UTa HHTEIUICKTYIbHON COOCTBEHHOCTH
B cetu Internet [DnexTponnstii pecype] / borys C.II. - M. : COJIOH-ITPECC, 2008. - 256 c. -
ISBN 5-98003-289-4 - Pexum nocrymna:
http://www.studentlibrary.ru/book/ISBN5980032894.html

. bopucos A.b., KommeHnTapuii k rpaxx1aHCKOMY KOJIEKCY pOCCHIICKOM (heepannuu 4yactu
geTBepToil (Tmoctareiinsiii). [IpaBoBoe perynupoBaHue OTHOLIECHHH B cepe
MHTEJUIEKTyallbHOM cOOCTBEeHHOCTH. C MOCTAaTeHHBIMU MaTepHallaMi U MPaKTUYECKUMU
pa3bsicHEeHUSAMU. ABTOpP KOMMEHTapHeB U cocTaBUTelNb - A.b. BopucoB - M.: KHM>KHBIN Mup,
2007. - 288 c. - isbn 978-5-8041-0286-0 - pexxum gocryma:
http://www.studentlibrary.ru/book/isbn9785804102860.html

. ABepueHkoB, B. . 3amuTa nepcoHanbHbIX JaHHBIX B Opranu3aiuu : MoHorpadus / B. U.
Asepuenkos, M. 1O. PeitoB, T. P. I'aitnynun. — bpsiHck : bpsiHckuii rocyrapcTBeHHbIN
TexHuueckuii yausepceuteT, 2012. — 124 ¢c. — ISBN 5-89838-382-4. — TekcT : 37eKTPOHHBIH
// OnextponHo-omoimoteunas cucrema [IPR BOOKS : [caiiT]. — URL:
http://www.iprbookshop.ru/6993.html

Cenosa, H. O. KypcoBast u qumuiomHas pabota : MeTo. yKa3aHus Juist 3-5 KypcoB (ak.
MaTteMaTuku 1 nHpopm. Texnonoruit / H. O. Cenona, O. /1. FOpweBa, U. A. Ilepuesa ; Yal'V. -
VYibsroBek @ Yal'V, 2012.- URLA ftp://10.2.96.134/Text/Sedova.pdf



http://www.iprbookshop.ru/6993.html

2. METOAUYECKHUE YKA3AHUA

Hike npuBeneHbI METOIMYECKHE YKa3aHHs 110 CaMOCTOSTEILHOMY BBIIIOJHEHHIO J1TA00pPaTOPHBIX
pabor.

JlabopaTopnasi padora Nel. IloBTopenne. OcHOBBI padoThI ¢ acceMOIepoM
PaccmoTpum npumMep co3aaHus MPOCTOM MPOrpaMMBl Ha sI3bIKe accemOiiepa [Uist IpOo1ecCopoB
cemeiicTBa x86, ¢ pa3dopa KOTOPOl MOKHO HayaTh CBOH IyTh B TIOKOPSHUE HU3WH YPOBHEW aOCTPaKIIUH.

Bri30B noanporpamm

[ToTpeOGHOCTH BBI3BIBATH NOAIPOTPAMMBI BJICUET 32 COOON HECKOJIBKO TeM IS U3YUECHHUS:
OpraHu3alus MoANporpaMM, nepeaada apryMeHTOB, CO3JaHie CTEKOBOTO KaJipa, padoTa ¢ JIOKaIbHBIMU
[IEPEMEHHBIMHU.

[ToamporpaMMeI IPeACTaBISAIOT COOOH METKY, IO KOTOPOU pacrioiaraeTcsi KoJl. 3aKaHIHMBaeTCS
nojAnporpaMma uHCTpykuuei ret. K npumepy, Bot Takas nognporpamma B DOS BBIBOIUT B KOHCOJIb
ctpoky «Hello, world»:

mov ah, Bx9
dx, hello
int 8x21

Jy1g ee BpI30Ba HYKHO OBLIO OB MCIIONIB30BaTh HHCTPYKIHIO call:
call print hello

Bynem nepenaBaTh apryMeHTHI MOANIPOrpaMMaM 4epe3 PErUCTPhl M yKa3blBaTh B KOMMEHTAPHUsX, B
KaKHX PErucTpax Kakue apryMeHThI JOJDKHBI ObITh, HO B SI3bIKAX BBICOKOTO YPOBHS apryMEHTHI
nepenarorcs yepes crek. K mpumepy, BOT Tak BbI3bIBaeTcst pyHKLus printf n3 6ubnmorexu C:

push hello
call printf
add esp, 4

AprymeHTBI TIepe/IafoTCs ClipaBa HaJIeBO, 00SI3aHHOCTh 10 OYUCTKE CTEKa JIS)KUT Ha BBI3BIBAIOIICH
ctopone. [Ipu BXojie B moAnporpaMmy HEOOXOAMMO CO3/1aTh HOBBIM CTEKOBBIN Kaap. [lenaercs 3To
CIIEYIOUIMM 00pa3oMm:

print_hello:
push ebp ;cCoxpaHAeM YK33aTenk Ha4ana CTeKOoBOro K3[pa Ha CTeke
mov ebp, esp ;Teneps Ha4YanoMm Kagpa ABMNASTCA BepUWHA NPempOyWErs



COOTBGTCTBCHHO, Nepea BEIXOAO0M HYKHO BOCCTAHOBUTD ITPEIKHEC COCTOAHUEC CTCKA:

mov esp, ebp
pop ebp
ret

I[J'IH JIOKAJIbHBIX MEPEMEHHBIX HUCITIOJIB3YCTCA CTCK, HA KOTOPOM ITOCJIC CO3JaHHA HOBOI'O KaJpa
BBIACIIACTCA HYKHOC KOJIMYCCTBO OalT:

print_hello:
push ebp
mov ebp, esp
sub esp, B ;0nNycKaeMm YKA2aTenb BepUWHEl CTeka Ha 8 0alT, 4ToOw BHOENWTE NaMATH

Apxurektypa x86 npenocraBisieT crenualbHble HHCTPYKIUH, C TIOMOIIBIO KOTOPBIX MOXHO OoJjee
JJAKOHUYHO PeaIn30BaTh 3TH IEUCTBUSL:

er 8, @ ;CO30aTe HOBRIA kKagp, BeOenuTb 2 GalT ONA NOKANBEHEX NEpEMEHHBL

leave sBOCCTEHOBHMTE CTeEK

Bropoii mapameTp HHCTPYKIMH enter — ypOBEHb BIOXKEHHOCTH NOANPOrpaMmsl. OH HYKEH 1S
JIMHKOBKH C SI3bIKaMH BBICOKOT'O YPOBHS, IOAIEP>KUBAIOILNUMU TAKYI0 METOJUKY OPraHU3ALUN
MOAIIPOrpaMM. B HalieM citydae 3TO 3Ha4eHHE MOKHO OCTABUTH HYJIEBBIM.

JlabopaTopHasi pa6oTa Ne2. AHAJIM3 MPOrPAMMHBIX peau3aiuii

TectupoBaHue YEepHOTO SAIMKA

omnpezaenseTcs Kak MeTOJMKa TECTUPOBAHMS, TPU KOTOPOH (PyHKIIMOHATIBHOCTh TECTUPYEMOTO
npuioxenus (AUT) tectupyetcs 6e3 yueta BHyTpeHHEH CTPYKTYpbl KoJla, AeTallel pealu3alyi U 3HaHUs
BHYTPEHHUX IyTel MporpaMMHOro odecrnedyeHus. ITOT TUI TECTUPOBAHUS MTOJHOCTHIO OCHOBAH Ha
TpebOoBaHUAX U crenUpUKaLUIX nporpaMmmHoro ooecneuenus. B BlackBox Testing MbI mpocTo
(dokycupyeMcsi Ha BXOJax U BBIXOJIaX IIPOrPAMMHOM CHCTEMBI, HEe 3a00TSICh O BHYTPEHHHUX 3HAHHIX
IPOTPAMM.

OOmue nrard, KOTopble He0OXO0IMMO BBITIOJIHUTE JUTS TIPOBEACHHUS JTIF000TO THIIA TECTHPOBAHHS
YEPHOTO SIIUKA:

e Chauana paccMaTpUBArOTCS TPEOOBaHUSA U CIIEHU(DUKAIIMN CUCTEMBI.

e Tectep BBIOMpaET 1OMyCTHMBIE BXOIHBIEC JaHHBIE (TIOJIOKHUTEIBHBIHN CIIEHApUI TECTUPOBAHHSA),
YTOOBI MPOBEPUTH, NMPABIILHO JI X 0OpabateiBaeT SUT. Kpome Toro, Hekotopsie
HeJeHCTBUTENIbHBIE BXOAHBIC JTaHHBIE (CLIEHAPUH OTPUIATEILHOTO TECTUPOBAHMS) BHIOUPAIOTCS
JUIs IpoBepKH Toro, yTo SUT MoKeT uX 0OHApyKHTh.

Tectep onpenenseT 0XuaaeMble Pe3yIbTaThl ISl BCEX ITHX BXOJIOB.

TecTupoBIIMK TPOrpaMMHOT0 00ecTiedeH s CO3JaeT TECTOBbIe HAOOPHI ¢ BBIOPAHHBIMH BXOJIAMH.
TecToBBIE CITy4au BHIITOTHEHBI.

Tectep nmporpamMmmHOro obecneueHns: CpaBHUBAET (PaKTHUECKHE PE3YIbTAThI C 0)KUAAEMBIMH
pe3yJbTaTaMH.




e JledeKThl, eCiii TAKOBBIE HMEIOTCS, HCIIPABIICHBI U TIEPETIPOBEPEHBI.
[TycTs HEOOXOAMMO BBIIOIHUTH TECTHPOBAHUE ITPOTPAMMBI, OTIPEIENAIONIEH TOUKY NepeceueHHs
JIBYX MPSIMBIX Ha IJIOCKOCTH. [1omyTHO, OHA TOMKHA ONPENEITh NapauIeIbHOCTh NPSIMOM OTHOW HX OCEN
KOOp/AMHAT.
B ocHOBE TporpaMMBbI JIEKUT PEILIEHNE CUCTEMBI JINHEHBIX YPaBHEHUI:
Ax+By=CuDx+Ey=F.

A) Wcnonb3yst MeTol IKBUBAJIEHTHBIX pa30ueHuid,
noJrydaeM JJisi BceX Kod(UIIMEHTOB OJIMH MPaBUIbHBIN KJIacC SKBUBAJIEHTHOCTH (KO3 HULIMEHT -
BELIECTBEHHOE YMCJIO) U OJIMH HeMpaBUIbHBIN (K03 PHLIMEHT - He BelecTBeHHOE YuCio). OTKy1a MOKHO
NPEJI0XKUTh 7 TECTOB:

1) Bce KO3 PUIMEHTHI - BEIIECTBEHHBIC YHCIIA;

2)- 7) moouepeIHO KaXKIblil U3 KO3 PHUIMEHTOB - HE BEIICCTBEHHOE YUCIIO.
b) [To MeToay rpaHMYHBIX YCIOBUIA:
MOJKHO CUUTATh, YTO JJIS1 HCXOJHBIX JAHHBIX IPAaHUYHBIE YCIOBHUS OTCYTCTBYIOT (KO3()(DUIIHEHTHI -
«JTI00BIe» BEIECTBEHHBIE YUCIIA);
JUTS Pe3yJIbTAaTOB - TIOJIYYaeM, YTO BO3MOKHBI BAPHAHTHI: €IMHCTBEHHOE PEIICHHUE, IPSIMBIE CITUBAIOTCS
(MHO’KECTBO peIIeHuil), NpsMble MapauleibHbl (OTCYTCTBHE peuleHuil). CieoBaTeIbHO, MOXKHO
MPEIIOKUTH TECTHI,
C pe3yJbTaTaMH BHYTpH 00J1aCTH:

1) eaMHCTBEHHOE pEelICHHE

2) MHOXECTBO peIICHHI

3) OTCyTCTBHE pelICHUI
U C pe3yJbTaTaMH Ha rpaHHILIE:

1) §=0,01,;

2) §=-0,01;

3) 0= 08x=0,01, 8y=0;

4) 5=0, 0y -0,01, 6x=0.
B) I1o MeToay aHa/u3a NPUYUHHO-CJIECTBEHHbIX CBSI3€I:
OmnpenensieM MHOXKECTBO yCIIOBHH.
JUISL OTIPEISIICHHSI TUITA TIPSIMOIA:

a =0
b =0
1) ¢ =0, JUISL ONIPEJCIIEHHS TUIIA U CYIECTBOBAaHHA NIEPBOM MIPAMOIA;
d =0
e =0

2) f=0_ JUIS OTIPEJIeNIEHUS TUIIA U CYLIECTBOBAHUSI BTOPOM MPSIMO;
JUIS OTIPEIeNICHUS] TOUKH IepeCceUeHus:

1) §=0

2) =0

3) =0

BeiensieM Tpu rpynnsl IpUYHUHHO-CIIEICTBEHHBIX CBA3€H (ONpeeNeHne TUIA U CYIIIeCTBOBAHUS

NIEPBOI JIMHUY, OTIPE/IeJICHUE TUIIA U CYIIIECTBOBAHUS BTOPOM JIMHUH, OTIPE/IETICHNE TOUYKH NIEPECEUCHHNS) U
CTPOUM TaOJINIBI HCTUHHOCTH.

A=0| B=0| C=0| Pe3yanTart

0 0 X npsiMast 00IIEro MOJI0KEHUS
| 0 | 1 | 0 | npsmas, mapannenshas ocu OX |
o |1 |1 [ocesOX |
| 1 | 0 | 0 | npsivas, napaienabHas ocu OY |
1 [0 |1 [ocsOVY |
| 1 | 1 | X | MHO’KECTBO TOYEK IIJIOCKOCTH |

7



Takas >xe Tabnua CTpOUTCSI 711 BTOPOH TIPSIMOIA.
8=0|=0] 6y=0 | En. pemr. | Mu.pem. | Pemr.

HET
o [x [x |1 0 0
(L [0 [X [0 E [1 |
(L [X [0 |0 | L |
(L [¢ [1 [0 | 0 |

Kaxngast ctpoka 3Tux Tabaui npeodpasyercs B TecT. [Ipu BOZMOKHOCTH (C yUe€TOM HE3aBUCUMOCTHU
rpynim) OepyTcs JaHHbIE, COOTBETCTBYIOLINE CTPOKAM Cpa3y ABYX WJIM BCEX TpeX TaOniuil.

B pesynbraTe K y)xe MMEIOLUIMMCs TecTaM J100aBIISIOTCS: IIPOBEPKHU BCEX CIIy4aeB PAaCIOI0KEHUS
o0eux MpsIMBIX - 6 TECTOB IO MEPBOI MPSIMON BKJIAABIBAIOTCS B 6 TECTOB M0 BTOPOM MPSAMOI Tak, YTOOBI
BapUaHThl HE COBIAJAIH, - 6 TECTOB; BBIIOJIHACTCS OT/EJIbHAs IIPOBEPKA HECOBIAAEHHS YCIOBUSA x0= 0 Min
y= 0 (B 3aBHCUMOCTH OT TOT0, KaKO# TecT ObL1 BBIOpaH 10 METOy 'PaHUYHBIX YCJIOBUII) - TECT TakxkKe
MO>KHO COBMECTUTB C IpeAbLayumMu 6 Tectamu. I1o merony mpeamnonoxxenus 00 omnOke 100aBUM TeCT:
BCe KO((UIMEHTHI - HYJIH.

Bcero nosryuninu 20 TECTOB IO BCEM YETBIPEM METOUKAM.

TecTtupoBanue O€I0ro AIUKa
PaccmoTpum cnenyromnuii pparmMeHT Koaa

Printme (int a, int b) { ------------ Printme is a function
int result = a+ b;
If (result> @)
Print ("Positive", result)
Else
Print ("Negative", result)
o =========== End of the source code

K]

Ienbto TectupoBanus WhiteBox siBnsieTcs npoBepka BcexX BETBEH peIIeHUH, IIMKIIOB, OTIEPaTOPOB B

KOZE.
UrtoOBbI BHITIOIHUTH YTBEPKJICHHUS B IIPUBEICHHOM BBIIIE KOJie, TeCcTOBbIe cirydan WhiteBox OymyT:

e A=1, B=1
e A=-1,B=-3

[IpuMep nMHAMPYECKOTO aHanm3a koga B Chrome

PaccMoTpuM BO3MOXKHOCTH OTJIaIKHU Kojia B Opay3epe Chrome. [Iiist atoro:
Bxuttounte MHCTpyMEHTHI pa3paboTunka, HaxaB F12;
[IénkHUTE MO TTaHEIH SOUICeS (KHCXOIHBIN KOI»);

B utore AOJDKHA OTKPBITHCA ITaHCIIb CIACAYIOUWICTO BUAA:

% 8] | Eements  Console \emg»k Prfmmme Mommy  Andeim Sy (Ebkmes  Gddsdsie B ox
@ #o

» Watch
¥ Call Stack
Cirl+P  Openfile
Cirl +Shift+ P Run command

Drop in a folder to add to workspace
¥ Breakpoints

Learn more

¥+ XHR/fetch Breakpoints

teners

ener Breakpoints



[

KHOHKa'HepeKHIOaneHB OTKPOCT BKJIAJIKY CO CIIMCKOM q)aﬁﬂOB:

[w ﬂ Elements  Console  Sources Network Performance Memory  Application Security L
Page Filesystem » HEEIE! ol
*O top

¥ (S learnjavascript.ru

¥ [ article/debugging-chrome/det Ctrl+ P Open file
. index.html
hellojs Ctrl+ Shift + P Run command

Drop in a folder to add to workspace

Learn more

Kiukuute Ha KHOTIKY-TIepekiiouaTens u Beioepute hello.js. IManens pasaenutcst Ha 3 30HBL:

[w ﬂ Elements Console Sources MNetwaork Performance Memory Application » I 4
Page Filesystem » : | [@ hellojs % B | m e @
» [ top 1 function hello(name) { » Watch
» O javaseript.info 2 let phrase = "Hello, $iname}!’ | " otack
¥ [ article/debugging-chrome/deb j ) say(phrase); » Scope
[l index.htm [ _ »+ Breakpoints
e (| eeon reakpors
1 I } 2 » DOM Bmakp:B
» Global Listen
{} Line 1, Column1 » Event Listerer Breakpoints

[Tepen Bamu unTepdeiic oTiaqanka, COCTOSIIMMA U3 TPEX YacTei:

1) B 3ome Resources (Pecypcsi) mokasansl daitiet HTML, JavaScript, CSS, Bkirouas
U300pakeHHsI, UCTIOJIb3yeMbIE HA CTPAHHIIE. 3/1ECh TAKIKE MOTYT OBITh (hailiIbl pa3InuHBIX
pacummpennii Chrome.

2) 3onHa SOUrCe MoKa3bIBaeT UCXOIHBIN KO/I.

3) Tperss 30na Information and control (CeeieHus 1 KOHTPOJIb) OTBE/ICHA ISl OTIIAIKH.

Hagaiite pa3zdepémcsi, kKak paboTaeT KO Halllel TECTOBOUW CTPAHMUIIBI.
Touku ocTaHoBa
B ¢aiine hello.js ménkaure mo crpoyke HoMep 4, IMEHHO O caMoi Iudpe, He 10 KOy, YTOOBI TOCTaBUTh

MEePBYIO TOUKY octaHoBa. Jlanee ménkuute no mudpe 8 Ha BocbMoit iuanu. Homep crpoku Oyaet
OKpAILEH B CHHUH 1IBET.

[w ﬂ Elements Console Sources Netwaork Performance Memory Application  » Pox
[¥] heliojs % | n ve @
1 function hello(name) { » Watch
§ let phrase = "Hello, ${name}!"; ) + Call Stack
D v iohrsse); cnncok breakpoints g,
6 TOUYKW OCTaHOBa v Breakpoints
7| fugctier~Say(phrase) {
| 8] ert( =+ S{phrase} ='); hello.js:4
9/} say(phrase);
10 yupl i
hello.js:8
alert("#* ${phrase} +");
{} Line 1, Column 1 + XHR/fetch Breakpoints

B npaBoii yactu rpadgudeckoro nHTEpdeiica MpeacTaBieH CIIUCOK TOYEK OCTAHOBA, C TIOMOIIBI0 KOTOPOTO
UMHU MOXHO () (HEKTUBHO YIIPABIATH (TIEPEHTH K HYKHOH, YIAJINTh, IEAKTUBUPOBATH U T.1I.).

YcioBHBIE TOUKH OCTAHOBA



Mo>xHOo 3aJ1aTb U TaK Ha3bIBACMY10 YCJIOBHYIO 1|function hello{name) {
TOYKY OCTaHOBaA. let phrase = "Hello, %{name}! ;

Pl Pk

say(phrase);

]

J1s1 5TOr0 MIENKHUTE NPABOX KHOIKOM MBIIIH I10 Nt C R Rl e En ol
HOMEpY CTPOKH B KOJIE H BeIOepuTe «Add name = annd
conditional breakpointy.

5%
Ecnu 3aath BeIpaskeHUE, TO HMEHHO TIPU €T0 7| function say(phrase) {
HMCTHHHOCTH BBITIOJIHEHHE KO/1a OyIeT 8 alert("** ${phrase} *=7);

[PHOCTAHOBJIEHO. 10

DTOT METOJI UCIOJIb3YETCsl, KOTJa BBIMOJIHEHUE KOAA HYKHO OCTAHOBUTH IPU IPUCBOEHUU ONPENEIEHHOTO
BBIPKEHUS KaKOH-TNO0 NepeMEeHHON WK TPU ONpeAeIEHHBIX MapaMeTpax (QyHKIUH.

Debugger
Brmonnenue KOZa MOXHO TAaKXC IIPUOCTAHOBUTL C IOMOIIIBIO KOMAaH/IbI debugger [psAMO U3HYTPHU CaMOI'O
Koza:

function hello(name

let phrase = "Hello, name}!”
debugger; [/ <-- zgecs BononHedne npepeieaeTca

say(phrase

Crioco6 yno0eH TeM, 4T0 MOKHO TPOIOJDKUTE padoTaTh B peAakTope Koja 6e3 HeoOX0IMMOCTH
MEePEKITIOUEHHUs B Opay3ep JUIsl BRICTABJICHUS TOYKHW OCTAHOBA.

[anee nmpoBenéM TMHAMUYECKHUN aHATU3 KOJa KOAA.

[Tepesarpy3um cTpanuily, MOCIe Y€ro BLITOTHEHUE IPEPBETCS H a 4-0M CTPOKe:

x

[w ﬂ Elements Console Sources Network Performance Memory Application  » H
[¥ heliojs x (PO S SN S 3 1]

1 function hello(name) { name = “John" © Paused on breakpoint
2 let phrase = "Hello, ${name}!"; phrase = "Hello, John!"

3
mcmm’.peﬂ;_sa_aupaxmumamu# v Watch 1 + C

5 1 No watch expressions

o

7 function say(phrase) { ¥ Call Stack

.;}} alert( =+ ${phrase} =+"); » hello hello.js:4

108 NOCMOTPETE AeTallh EHELUHEro BLI30oBa —’ (anonymous) ndex.html:10
TeKylwme nepeMeHHkIe —— v Scope

¥ Local
name: “John"
phrase: "Hello, John!"
» this: Window

{} Line4, Column 3 » Global Window

YT0OBI OHATH, YTO MPOUCXOAUT B KOAe, &nkHute B 30He Information and control o crpenouxam:

e Watch nokaspiBaeT Tekymne 3Ha4eHUs BeIpakeHuil. HaxxmuTe Ha + 1 BBeuTe BBIpaskeHue. B
IIPOLIECCE BBIITOJHEHUS OTJIaYMK ABTOMAaTUUYECKH [IEPECUYUTHIBAET U BBIBOJUT €T0 3HAUYCHUE.

e Call Stack nokasbiBaeT nocie0BaTeIbHOCT BHI30BOB (DYHKIIMIA. B Hamem npumepe oTiiaqunk
pabotaert ¢ ¢pynkuueii hello(), Ber3BanHOM ckpunToM u3 (aiina index.html (tam HeT QpyHKINH,
MI03TOMY BBI30B «aHOHMMHBINY).IIpy HaxaTuu Ha 3JIEMEHT CUCKa (HaIpuMep, Ha «anonymousy)
OTJIATYUK IIEPEXOIAUT K COOTBETCTBYIOIIEMY KOAY, X HAM IPEICTABIAECTCA BO3MOXHOCTD €TO
[IPOAHAIU3UPOBATh.

e SCOpE Moka3bIBaeT TEKYIHE IIEPEMEHHBIE.

e B Local orobpaxarorcst ToKkambHbIE IEpeMEHHbBIe (DYHKIHH, a HX 3HAYEHHS OJCBEYCHBI B

10



HCXO/THOM KO/I€.
e B Global nepeuuncinstorcs riiodanbHbIe IEpEMEHHBIC (T.€. 00BSIBICHHBIE 3a MPECIaMK
¢bynkmii). TpaccupoBka ckpunTa.

J1J1s1 TIOIIaroBOTO BBIMOJIHEHHS CKPHIITa oOpaTuMcs onsiTh kK 30He Information and control u paccmotprm
HUMEIOIIHNECS KHOTIKH:

[w ﬂ Elements Console Sources MNetwork Performance Memory Application » X
[ helio.js % ([P S S U )
1 function hello(name) {

2 let phrase = "Hello, ${name}!";

3
D  say(phrasel;
5 No walc
6
7 function say(phrase) { phrase = "Hello, John!* w Call Stack
-g:‘] alert( =« S{phrase} % ); » say hellojs:8
1@

0 Paused on breakpoint
v Watch + C

hello hello.js:4
(anonymous) ndex.html:10
¥ Scope

¥ Local
phrase: “Hello, John!"™
» this: Window

{} Line 8, Golumn 3 » Global Window

> HPOJOJDKHUTH BhITIONIHeHUE (KiaBuina — F8).
Bo3oOHoBnsteT BhimonHeHne koxa. Eciu 6oibliie HeT TOYeK OCTaHOBA, OTIIAJUMK IpeKpamaet padoTy
U TI03BOJISIET MPHIIOKEHUIO PadOTaTh Aajbllle.
— cJlenath mar (BBIOJIHUTD CIICAYIONIYI0 KOMAaHy), He 3axo1s B GyHkuuio (kiasuma — F10).
Ecimu Mb1 HaxkMéM Ha Heé — Oyaer Bei3BaH alert. Baxkno: Ha mecre alert mosxer ObITh TH00ast Apyras
(yHKIIHSI, BEIIOJTHEHHE MTPOCTO MEPEIIaruéT yepe3 He€, MOTHOCThI0 UTHOPHPYSI €€ CONEPIKUMOE.
+
* —cnenatsp mar (kinaBuina — F11).
B otnmume oT mpeasayIiero npuMepa, 31eCh Mbl «3aX0IUM» BO BIOKECHHBIC (DYHKIIUH U AT 32
1aroM MPOXOJIUM IO CKPHITY.
T

— MPOJIOJDKUTH BBITIOJHEHHE 10 3aBeplieHus Tekyeil Gpynkiuun (knasuma — Shift+F11).
BrimonHeHne Kojja OCTAHOBUTCS HA CaMOil TOCIIETHEH CTPOYKe TeKyIIeH PyHKINU. DTOT METO
MIPUMEHSETCS, KOTJ[a MBI CITy4aifHO Ha)KaJli ¥ 3alUIH B (QYHKIIMIO, HO HAM OHA HEMHTEPECHA U MBI
KaK MOXHO CKOpee XOTHM U3 He€ BbIOpaThCs.

v

- aKTI/IBI/IPOBaTB/I[CaKTI/IBI/IpOBaTB BCC TOYKH OCTAaHOBA.
JTa KHOIIKA HE BIUSET HA BBIIOJIHECHHE KOJa, OHa JHUIIb ITO3BOJIACT MaCCOBO BKJIIOYNTE/OTKIIOYHTH
T OYKH OCTaHOBaA.

o _ pa3pelInTh/3aPETUTh OCTAHOBKY BBIIIOJIHEHUS B CIIy4ae BO3SHUKHOBEHHS OLIMOKH.
Ecnu onmus BKIItOYeHa M MHCTPYMEHTHI pa3paboTUMKa OTKPBITHI, 1H00ast OlIMOKa B CKPUIITE
MPUOCTAHABIIUBAET BHIIOJIHEHUE KOJIA, YTO MTO3BOJISIET €r0 MPOaHATN3NpOBaTh. [loaToMy eciu
CKPHIIT 3aBEPIIACTCS C ONIMOKOM, OTKPBIBAEM OTJIATYMK, BKJIFOUAEM 3Ty OIIIHUIO, IEPe3arpyKaem
CTpaHUILy U JIOKAJTU3yeM MpodiieMy.

Wtak, ucnomnb3yst OTJIaJUUK Mbl MOXEM MPOAHATIU3UPOBATH EPEMEHHBIE U MOIIAr0BO NPONTH 10
MPOLIECCY B MOMCKAaX MHTEpECYIoIel Hac nH(pOpMaLUu.
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JlaGopaTtopHas padora Ne3. 3amura NporpaMMHBIX peaJM3aluii OT HcCIeJ0BAHUS
CpenctBa 00¢yckanuu JavaScript

dyukumu btoa u atob

B mpocThIx citydasx s 3aIIUTHI OT MAPCEPOB HE HY>KHBI TPOMO3IKUE HHCTPYMEHTHI 00()yCKaITuu 1
JIOCTaTOYHO MPOCTO «CTPATATH» HEKOTOPHIE CTPOKHU.

JlomycTiM, HEKOTOPHIi caidT Sample.site craau mpokCcHpoBaTh Ha APYroM JOMEHE.

To ecTb BBIBOJUTCS COECP)KMMOE CaiiTa M B HEM 3aMEHEHBI BCE CCHUIKM Ha 4y>KOW JOMEH, YTOOBI TIpH
nepexo/e Mo CChUIKaM IMOJIb30BaTeNlh OCTABAJICA HAa 3TOM ITOCTOPOHHEM CalTe.

[Tockonbky caliT KOMUPOBAJICS MOJTHOCTHIO, BMECTE CO BCEMU CKPHUIITAMHU, TO IOCTATOYHO TOOABUTH
MOA0OHBIN KOJ:

{script>
if (/(uww.)?sample’\.site/.test(window.location.hostname)) {

else {
window.location = 'https://sample.site’;

¥
</script>
OTOT KOJ| MPOBEPSET, HA KAKOM JOMEHE OTKPBITA CTPAHUIIA, U €CJIM 3TA CTPAHULA HE HA JIOMEHE
sample.site, To nenaercs nmepexon Ha https:// sample.site.
[TpoGiiema B TOM, 4TO TIPH MPOKCHPOBAHUY BCE yIIOMUHAHUS Sample.site 3amensiroTces Ha
qyKOM _JIOMEH.ru, B pe3ynbTate 1 KOJI IPeBpaIacs B:

<script>
if (/(www\.)?sample\.site/.test(window.location.hostname)) {

else { ~
window.location = "https://YYKOM_AOMEH.ru';

</script>

YroObl YCIOKHUTH KU3HB KOJIOKOMATENIO, KOJ HYXKHO 00()yCIIMPOBaTh, IPHUYEM, IPOCTOM
MUHUMH3ALUH KoJia OyJIeT He0CTATOYHO.

CaMmblif mpOCTOM BapHaHT - CIPATATh CTPOKY «Sample.site» ¢ nomorisio GpyHkimit btoa u atob.

dyukuuu btoa u atob sBnstoTes BerpoeHHbIME QyHKIMsIMU JAvVaSCript u Bceria T0CTYITHBI.

Oyukims btoa nepeBoauT yKa3aHHYIO CTPOKY B HaOop cMMBOJIOB (paboTaeT Hamogooue Base64), a
byHkims atob BeimonHSAET 00paTHYO ONEpPAIHIO.

[Tpumennm ¢yHukimu btoa u atob k recrosoii ctpoke:

btoa('Some text'); // U29tZSBOZXhe
atob('U29tZ5BezZxhe'); // Some text

Jlasnee, mOCMOTpPUM, BO 4TO mpeBpatutcs crpoka https://sample.site . 1o MoxHO caenath nNpsiMo B
konconu Chrome.

[w ﬂ Elements Console Sources

[E '@' top ¥ {> -1
btoa{ 'https://samp

"aHRBcHME Ly9zYWlwbGUuc 218 0=="

Teneps B HCXOHOM KOJIE JiefIaeM ¢ OMOIIIbI0 GyHKImU atob oOpaTtHoe nmpeodpazoBaHue ITOM
CTPOKH, MOTydaeM:
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if (/({www\.)?sample\.site/.test(window.location.hostname)) {

¥

else |
window.location = atob('aHRBcHMELyIzYW1lwbGUUc2107Q==");
1

JlaHHBIN KOJI IelaeT MIMEHHO TO, YTO HY)KHO — IPOBEPSET HAa KAKOM JOMEHE CalT ObUT OTKPHIT
U B cIydae ecyid 3to He sample.site, To nemaet peaupexT Ha sample.site.
ITpu Takoli 3aMeHe BCEro OJTHOW CTPOKH, Mapcephbl caiTa He HAlayT CTpoKy sample.site u He
CZIeNal0T HUKAKUX M3MEHEHHH B 3TOM (pparmeHTe Kona, a 3HYNT, IepeHaNpaBIeHue Ha
YYIKOI JIOMEH.ru He npou3oiiaér.

3. KOHTPOJIBHBIE BOITPOCHI

=

Kakue cereBbie aTaku MOTYT OBITH peaIN30BaHbI B paMKaX MOAETH «HCKaKEHHUE)?

Yro Takoe HHGOPMAITHOHHBIA MTOTOK?

3. Kak B pamMkax cyObeKTHO-OPHEHTHPOBAHHON MOEIH OMHUCHIBACTCS ONepalHs MOPOKIACHUS HOBOTO
cyOBekTa nocryna?

n

4. Kaxue Mozieny B3auMOAECHCTBUS IPOrpaMMHOM 3aKJIa/IKU C aTaKyeMOM cucTeMoil Bbl 3HaeTe?

5. Kak opmanbHO onpenensieTcss MOAeIb «HA0II0AaTeNb» ?

6. SIBiseTcs M 3ajaya BBIBICHUS KOMIIBIOTEPHOI'O BUPYCa AJITOPUTMHUUECKHU pa3pelInMoil B o0meM
ciyqae?

7. Kak ycTpoeHsl epexBaTulKH Iaposei BToporo poaa?

8. Kakwue cpencTa AMHAMHYECKOTO U3MEHEHUS TTOJIHOMOYUH MMOIIEPKUBAIOTCS ONEPALIIOHHBIMH
cucremamu cemeiictea UNIX?

9. Korna nosBUINCH nepBble KOMIBIOTEPHBIE BUPYCHI?

10. ITouemy Hammcats Bupyc 111 Windows criokuee, yem st MS-DOS?

11. ITouemy nepBbIe MAKPOBUPYCHI TaK IIUPOKO PACIPOCTPAHUIUCH?

12. Kak ¢opManbHO onpenemsieTcst MOAes «yoopka Mmycopay?

13. Kakum TpebGoBaHHUAM JO0JDKEH yIOBIETBOPATH 3PPEKTUBHO Pa3MHOKAIONINICS KOMITbIOTEPHBIH
BHUpyC?

14. Yro o3HauaeT TpeOOBaHHE YHUBEPCAIBHOCTH, IPEIBSBIAEMOE K KOMIIBIOTEPHBIM BUpycaM?

15. lns mporpamMMmBbl ¢ niepenoaHeHneM Oydepa HanHuIIUTe YKCIUIONT, HE MPUBOSIINI K JOCPOYHOMY
3aBEPILEHHUIO ATAKOBAHHON MPOTPAMMBI.

16. Kak nepenonnenue Oydepa B CTeKe MporpaMMbl MO3BOJISIET HAPYLIUTEINIO MEPEAaTh YIIPaBICHUE Ha
MIPOM3BOJIBHBIN apec B TEKYILEM aJpeCHOM IPOCTPaHCTBE?

17. Kak otnaxxuBath B Microsoft Visual Studio KOHCOBHYIO TpOrpamMMy, 3aITyIIEHHYIO B pEXKUME
NepeHarnpaBIeHHs CTaHIapTHOTO BBOJIA?

18. CxomnunmupyiiTe mporpaMmy ¢ repenoiaaenneM oydepa ¢ onmueit kommmistopa /GS. Yoenurecs,
YTO NepenosHeHne Oydepa HEBO3MOKHO MTOIKCILTyaTHPOBATh.

19. K kakomy Kj1accy KOMIbIOTEPHBIX BUPYCOB OTHOCUTCS BUpyc Moppuca?

20. CxonbpKO BpeMeHH 00bIUHO TpedyeTcs IS 3apakeHuUs! He3alMIIIEHHOTO KOMITbIOTEPA,
MOJKIIOUEHHOro K MHTepHeTy?

21. IloueMy POTHO3BI AHATUTUKOB O IPAAYIIEM «BUPYCHOM alOKAIUIICHCE)» HE ONPABIAIHCH?

22. CKOJIbKO BpeMeHH MpoIwuio ot omybiukoBanus yszsumoctd RPC DCOM Exploit 1o nHavana
snuaeMun Bupyca MSBlast?

23. Kakue BpeZJOHOCHbIE BO3JICHCTBHS Ha 3apa)k€HHbIE CUCTEMBI OCYLIECTBIISUT BUpyc MSBlast?

24. YeM OTIIMYAIOTCS OHJIAWH-BUPYCHI OT OYTOBBIX BUPYCOB?

25. KakoBbI OCHOBHBIE 3TaIlbl )KH3HEHHOTO IIUKJIa OHJIAH-BUpyca?

26. Kak mouToBble BUPYCHI YaIlle BCETO MPUKPEIUISIOT CBOE TEJO K 3apa)KEHHOMY MTUCHMY?

27. B yeM 3aKJ109aeTCsl METO MPUKPEIUICHHS TeJIa TIOYTOBOTO BHPYCa K 3apaXEHHOMY ITHUCHMY,
OCHOBaHHBIN Ha BCTpOECHHBIX Kogax HTML?

28. Kak mouToBbIe BUPYCHI HCIOJIB3YIOT B XO/I€ PACIIPOCTPAHEHHS YA3BUMOCTH IPOIPaMMHOTO
o0ecreyeHus aTakyeMbIX CUCTEM?
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29.
30.
31.
32.
33.

RBPBoooo~NoOR~wWD PR

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.

Ha xakue nBe rpymniibl 1eisTcs METO/IbI 3alUThl OT IPOrPaMMHBIX 3aKJIa10K?

Yro Takoe NpUHIMI MUHUMH3AIMH IPOrpaMMHOT0 obecreyeHus?

Yro Takoe NPUHLUI MUHUMHU3ALKUH TOJTHOMOYHIA?

UYro Takoe M30JIMpOBaHHAs POrpaMMHas cpena?

Kakue TpeGoBaHus NpeabsABIsSIOTCS K IPOrpaMMHO-aINapaTHBIM CPEICTBaM aHTUBHPYCHOM
3aIUThI?

4. 3AJTAYH IJ151 CAMOCTOSITEJIBHOM PABOTHI

[TocTaHoBKa 3a1a4M aHAJIN3a IPOrPAMMHBIX pealn3aluil.

Meroa 3KCIIEpUMEHTOB € “UepHBIM SIITUKOM .

CraTuyecKuii METO/I.

JIMHAMUYECKUA METOI.

Oco0eHHOCTH aHaIM3a HEKOTOPBIX BHOB MIPOTPAMM.

[TocTaHoBKa 3ajauy 3alUTHI IPOTPAMMHBIX peaJIn3alnil OT U3yYEHUS.
JluHamurueckoe U3MEHEHHE KO/ IPOrPaMMBI.

HckyccTBEHHOE YCIIOKHEHNE CTPYKTYPhI IPOTPAMMBI.

Hecrannaptabie oOparnieHns K QyHKIMSIM OTMEPAIHOHHON CUCTEMBI.
HckyccTBEHHOE YCII0KHEHUE allTOPUTMOB 00paOOTKH JTaHHBIX.
BrisiBienne (hakta BBIMOIHEHUS IPOTPAMMBI MO OTIATIYUKOM.
[TporpaMMHBIe 3aKi1aKu U (hOpMaJIbHBIE MOAEIN UX B3aUMOJIEHCTBHUS C aTaKyeMOU CUCTEMOH.
dopmabHas MOJIEIb ““HA0JIIOIATEIb .

®dopmanbHas MOJIENb “TiepexBat’.

®dopmanbHas MOJIENb “‘HCKaXKeHHe .

MeTto1bl BHEPEHUS IPOrPAMMHBIX 3aKJIa/10K.

KomneroTepHbie BUPYCHI.

CpencTBa 1 METO/IbI 3aLIUThI OT IPOTPAMMHBIX 3aKJIAI0K.
Opranu3aliuoHHbIe U AIMUHUACTPATUBHBIE MEPBhl AaHTUBUPYCHOMN 3aIUTHI.
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